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Functional features

4 wired LAN ports and 1 wired WAN port are supported.

Support 1 WLAN wireless LAN;

Support LED status monitoring (display power, Work, WAN, LAN, WIFI, 4G network mode and signal
strength status);

Support SSH, Web multi-platform management configuration;

One key to restore factory Settings;

The cable network ports all support the 10/100mbps rate;

Support APN private network access, SIM card self-test, 2/3 / 4G standard switching, SIM information display
Support wired wireless simultaneous online, multi-network intelligent switching;

Support firmware upgrade, firmware configuration backup function;

Firewall, NAT, DMZ host, access control black and white list, IP speed limit.

QOS and traffic service can limit the speed according to interface;

WPS one-key Internet function;

Support VPN private network access, VPN client and VPN server operating mode;

Support data transmission between serial port and Ethernet, transparent transmission and MOBUS transmission
mode;

Support load balancing multi-network port flow control settings, with network port priority, enable, flow
control ratio and other operating methods;

Support FRP internal network penetration,remote management of router (status display and parameter setting)
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1. Quick start

In order to ensure that the products that users get at the first time are qualified, we provide a simple testing process

for users to refer to. In the whole process, the customers can get started quickly.

1.1 Preparation

Before the 4G router works, users need to prepare at least one PC, one network cable, product supporting devices
and a 4G SIM card with traffic.

1.2 Hardware connection
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As shown in the figure above, before charging the device (the charging position has been marked on the panel), the
customer must insert the 4G SIM card into the value card slot (chip end up), otherwise the 4G function will not be
enabled.

Connect the WIFI antenna and 4G antenna to the SMA interface under the mark of the device panel, and connect the
computer to the LAN port of the device (LAN1~LAN4 can be used). In order to detect 4G function, the WAN port
cannot be connected to Ethernet.

In order to ensure that the computer can enter the WEB management interface through the LAN, the customer needs
to ensure that the computer network property automatically obtains the IP address and automatically obtains the DNS

server address, as shown in the figure below.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 3



= 1(3(\#))1\-5 Chengdu Ebyte Electronic Technology Co,;Ltd ES80-TRO1 user manual

- o x|k

L
Internet BHUAEE 4 (TCP/IPv4) BiE x

| B =mES

Hl - SENFSEGE
MSEFEEISIIEE, NALIERMEIEER P 28, 0, (FEENA

( VMware Network Adapter R = ERHEESMEESN P38,
VMnet1 i
GP_.V‘Y c2H
- R ER:
W =
&"'{ Ebyte-Roy caliek PCle GbE Eamily Controller @ E=N PR 0]

2FT AT 1P 3BHE(S):

TR (U

[TV, B pe—
TMiWsoft RisEASHEITTEINAS

: O EAFE# DNS BERISHE):
= WICrosoTe e
& Microsoft LLDP MR i DNS IRESEE): [ - - ] \
= Internet HHUKEE 6 (TCP/IPVE) l:l
¢ —

%7 Realtek PCle GbE Family Contr..

FZIRE 0):

Internet H1ikEZ 4 (TCP/IPv4)

> &
E2(N).. =) EER)
o, BHAEFREQ =L
RS Internet VL, ELSERARY AL B
TEARES SRS DEE.
5AMWE i1 AmE
‘ = i

After completing the above steps, use the power supply of the equipment, and then power up the router.

After power on, wait for about 1 minute, and the WORK indicator on the panel starts flashing at a frequency of
about 1S, indicating that the startup is completed. In addition, on the panel, the 4G signal indicator and the 4G indicator
in network properties also start to WORK normally (the device is connected to 4G network by default). The amount of

4G signal indicator light is determined by the current network signal quality.

1.3 Web access

On the PC, open any browser and input 192.168.10.1 to enter our router Web login interface, as shown in the figure

below:
EBYTE 4G INDUSTRIAL ROUTER
FERN
s oot

2

Here, our default password is: root
After entering the password, you can enter our web administration interface.

In the bottom right corner of the Web page, you can click the following link to enter our company's official website,
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which verifies the success of 4G routing access to the external network.
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Well, after the above steps, no failure occurs, which means that the equipment can be used normally. In addition, if
customers want to know the current network speed, they can use relevant software to conduct network test.
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2. Product Introduction

E880-IR01 is a 4G wireless router that provides fast networking and mobile network sharing solutions for user

devices. The equipment adopts the industry's commercial high-performance embedded structure, and has a high

application advantage in the data transmission fields such as industrial control network, smart grid, industrial control data
acquisition, smart home, etc. It supports wired WAN port, LAN port, WLAN network, 4G network interface, SMS AT

command and remote control of 4G router.

2.1 Basic Parameters

Project Index
Downstream Rate 130Mbps, Upstream Rate 35Mbps
TDD-LTE
Band 38/39/40/41
Downstream Rate 150Mbps, Upstream Rate 50Mbps
FDD-LTE
Band 1/3/8
Downstream Rate 42Mbps , Upstream Rate
WCDMA
5.76Mbps Band 1/8
Wifi Parameters
Downstream Rate 5.2Mbps , Upstream Rate
TD-SCDMA
2.2Mbps Band 34/39
Downstream Rate 3.1Mbps , Upstream Rate
CDMA2000 1x’EVDO
1.8Mbps BCO
Downstream Rate 236.8kbps , Upstream Rate
GSM/GPRS/EDGE
236.8kbps 900/1800
Size (H*W*D) 172*¥107*29mm
Weight 419.5¢
Working Temperature -20°C~+70°C
Storage temperature -40°C~+85°C
Working humidity 5%~95%
Hardware parameters Storage humidity 1%~95%
Working voltage 5V~36V
) Under DCI2V power supply, average 106mA,
Current consumption
maximum 205mA (normal temperature)
precision 0.2%
Data interface RS485: 1200~115200bps

The working mode and power consumption table are shown in the following table:

The power consumption table of E880-IR01 is shown in the following table

Manner of Working | Supply Voltage Average Current | Max Current | Remarks
4G+Ethernet DC12V 106mA 205mA Ethernet Prior
Ethernet DC12V 99mA 186mA Without SIM Card
4G DC12V 141mA 283mA Without input of
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WAN port

All Stop

DC12V

88mA

163mA

When E880-IR01 is powered at 12V and works simultaneously with 4G and Ethernet, statistics show that: The

average power consumption is 1.27w and the maximum power consumption is 2.46w. Average current 106mA,

maximum current 205mA;

When E880-IR01 is powered at 12V and works alone in 4G, statistics show that:

The average power consumption is 1.69w and the maximum power consumption is 3.40w. Average current 141mA,

maximum current 283mA.

2.2 Size and interface description

SIM Side

WAN Port Side
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Top View
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The hardware interface is described below:
Interface
Name Remarks
No.
1 DC5~36V Voltage Scope DC:5~36V, Standard 5.5*%2.1 Power Socket
2 DC-IN+ Voltage Scope DC:5~36V, Power terminal positive
3 DC-IN- Voltage Scope DC:5~36V, Power terminal negative
4 RS485 B- RS485 interface B-terminal (standby)
5 RS485 A+ RS485 interface A-terminal (standby)
6 RS485 G RS485 interface common ground
7 RTS Press hardware reset to restart
8 TBD Debugging interface
LAN Port (1~4) , LAN Interface, 10/100Mbps, Support
9~12 LAN (1~4)
Auto MDI/MDIX
WAN Port, WAN Interface, 10/100Mbps, Support Auto
13 WAN
MDI/MDIX
14 4G 4G Antenna SMA Interface
15 Card Withdrawal Using a sharp object to press, get SIM card out

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd




()] i ;
R Chengdu Ebyte Electronic Technology Co,;Ltd

E880-IR01 user manual

16 SIM Slot Where the SIM card is installed

17 GND Self Clinching Studs Connecting with the earth

18 WPS Short press to WPS get a no password access to Internet.
19 Restore Long press 5s and release, and restore factory Settings
20 WIFI Antenna WIFI Antenna SMA Interface
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3. Function Set

In this section, we will be according to the function menu on the Web interface, and explain, limited to space,
among them, some options, we will emphatically expounded, and some not commonly used and not important functions
we can choose an overview, in the whole process, we will be in a certain function, interspersed with some menu with

links to other functions.

3.1 Menu overview

In the web management interface, users can set their desired functions or view relevant states. Through the menu bar on the left of

the page, specific functions or information can be set and inquired. Users can see the directory tree structure of the menu as shown in

the following table.

Submenu \ menu Status System Service Internet

1 Overview System Dynamic DNS Interface
Administration
2 Firewall ) WIFI plan Wireless
authority
FRP Intranet
3 Routing table Scheduled task ) Interchanger
penetration
Time
4 system log o RS485 DHCP/DNS
synchronization
Real-time
5 ] Backup/upgrade VPN server Hostname
Information

6 Restart SIM Static routing
7 SIM
8 Firewall
9 Network diagnosis
10 Qos function

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 10



El

1(3(\\'«))1-5 Chengdu Ebyte Electronic Technology Co,;Ltd ES80-TRO1 user manual

4. Function description

4.1 Status

In the "Status" menu, users can view the current operating status of the router, including the firewall. Router, system
internal operation log, and network related information refreshed in real time, etc. Users cannot set anything in this

column. Here, users can query the content of the related sub-menu according to the related needs.

4.2 System

In the system bar, we can set the management parameters of the 4G router, etc. These include the login password of

the web page, host name, upgrade and other functions.

4.2.1 Host name and time zone setting

In the system-> system properties-> basic settings option, users can set the host name of the 4G module and also
modify the time zone. Here, our default host name is: EBYTE, and the time zone uses UTC (if the product is used in
China, it can be set to: Asia / Shanghai).

Set the host name as shown below

SEERNELHIAE N EBYTE 4G INDUSTRIAL ROUTER

EiAlRE

EiH/FER EFREE  ESHRE

== AHEETE Tue May 14 17:42:09 201

£=4
HEZ‘ ” [ EHE EBYTE ]

%= v
M [ MK AsialShanghai I v
B

EfAEE

In addition, users can also set the language (Chinese / English) of the web interface and different style themes. Here,

our default language is Chinese, and the style used is our company's technology blue theme

4.2.2 Username login password setting

In the system-> management rights-> host password option, set the web login interface. The host password setting

requires at least one character, and then click the Save button. The login password can be set. As shown below.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 11
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4.2.3 Restore factory reset and upgrade

In the system-> backup / upgrade option, performing a factory reset button to ensure that users can return to the

initial state after the wrong operation of the router is set, so that it can be used normally. At the same time, we reserve the

upgrade function. When we update the new version of firmware, users can perform the upgrade operation by themselves,

so that they can experience more functions. The factory reset and upgrade are as shown below.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd
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What needs to be explained here is that when users upgrades the firmware, please do not power off. After loading
the firmware browsed on the page, click to flash the firmware and wait for more than 10 seconds before the next window
pops up. After clicking execute, wait a few seconds. A few minutes later, the web page automatically returns to the login

interface, and the upgrade is successful.

4.2.4 Restart

In the system-> restart option, you will enter the following interface, click on the execute operation to perform the
restart, wait for about 40 seconds, and the WORK indicator on the device panel flashes normally. At this time, the restart

is successful.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 13
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4.3 Service

4.3.1 Dynamic DNS

In the Service-> Dynamic DNS option, users can add a domain name resolution service to achieve the functions of

remotely setting up a router, as shown below

LI ) L A D TN B ESATM e

OpenWrt Wiki: DDNS s - DDNS EhERE

#1&: myddns_ipv4

HaFHE yourhost example.com
ZHlE/FODN HBiE, R 1P BEREmME

1P SRR

® [Py HBIE
O IPv6 Haiik
R P HBHE (IPv4 5 IPv6) SiHEEES DDNS 1265
DDINS BRSIZEE [IPvd] dyn.com i
e yourhost example.com

(S

URL =87 [DOMAIN]

i =Eg your_username

EIES URL (B463 URL) =HHY [USERNAME

=55 sasssracnesen -

7 URL (24883 URL) #REY [PASSWORD]
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In the dynamic setting interface, some DDNS service providers have been pre-configured in the drop-down menu in
the DDNS service provider. If the DDNS service provider selected by the customer is not in the drop-down box, you can
choose to customize it.

Dynamic DNS is not enabled by default. Before using this function, please click Enable first.

After modification, please restart the router to ensure normal work.

Customers need to fill in the parameters set by DDNS strictly to ensure that the network matches normally.

With multi-level routing, DDNS is also available.

This function cannot be used if the network where the router is located is not assigned a separate public IP.

If relevant port mapping is set in the firewall, remote access to the router's internal network can be achieved.

The router can add multiple dynamic domain names.

432 WIFI Plan

In the Service-> WIFI plan option, users can set wireless WIFI related events, such as the activation or shutdown of

wifi, as shown below.

WiFi i+
EEIRE
ERWFHE O
mEEE O
E WiFi S WIF
IEEZHE WiFi TEESE WIF
2258 WiFi B WIF]
s oopley, TAEsER) O
papdEtes

BUSINESSHOURS

BB O
24 £ 20 =0=0 2y SxF] 250 20
=Eh WiFi 06:00 -

0 AARD: Anan &

4.3.3 Frp Intranet penetration

For internal users who do not have a public IP, remotely managing routers or other ports on the internal network is
an awkward problem. Intranet penetration allows access to devices (such as the local machine) on the internal network
through the public network. There are many intranet penetration tools. FRP intranet penetration with its
high-performance reverse proxy application not only allows customers to easily perform intranet penetration, provide
services to the external network, but also has stable and efficient performance and supports multiple protocol types.

Next, we will demonstrate how to use the intranet penetration tool.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 15
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Here, we log in to www.ngrok.cc, log in to the homepage of a frp server provider's official website, and then
purchase the frp server. Of course, the platform also provides a free server (if users have their own public IP, he can set
up his own frp server, here we use a third-party provider).

After purchasing the frp server, create a server tunnel in your account (the creation process is very simple and the

platform is a detailed tutorial). After the tunnel is created, you can see the following information .

< =2 0O @

www.ngrok.cc/user.html|

s EE

FE KIRITER AN O EEEMEGE

Risid + BBER + BB + FihigOl = R3S +

v 4 mnanancy3

test-ebyte http 192.168.10.1:80 Frp (BFPWTE)
sl ebyte

HiENdE:

s

httpSSEAPE: -

http3&iFasEg:

FhmEHE: 2019-08-03 16:19:01

FRPIEUE: 25a20:40c008b4ad 139f30bcd9b2424”

IRSSRgikht - coe. 17 gy .com (ERERFGEN, SRRSHEESE, $hE)

IRsSE8m0: 7000

Here we will get: 1. Tunnel domain name; 2. Tunnel name; 3. FRP authorization code; 4. Server address; 5. Server
port; 6. Tunnel protocol; 7. Local port. These parameters need to be used in the frp client setting parameters in our router

later.

In the service-> Frp intranet penetration-> basic settings option, we get the following setting interface.

K& v
- 5 2EeE
e 4 REET

5% DNS EALE | HGEE  =SREs

o)

SIvHE 2em IheE=A

VPN %5

WiFi 34 iR 0.16.1 v

e

4852801 0.16.1

i v Femesr LD V)
EEEEL v
Bl frpfRss2sttht
wn 7000
Rk frp B SRR
FEAD frps FTAEHRRROEENEET 15

HTTPEF=MES RO

HTTPSZERRS R0

EBSIEAER

o,

Server parameter name

Client parameter name

Description

Software version

Client software version, select the default 0.16.1
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Download source address

Software download source, select the default source

address -2

Server address Server address

Fill in the obtained server address with this option

Server port Port

7000

FRP authorization code | Privilege token

Fill the server's authorization code into this option

In the basic settings, we enable the frp function and perform the following parameter correspondence:

For other options, select the default.

In the service-> Frp intranet penetration-> service list option (this option is at the bottom of the page), we click the

add button to go to the following interface and the setting interface as follows.

FrpiEiRBcE

BCE Frp NS

ExgE EftaE

RS
Frp firilee®
SR

THES

AR

PIRERIEO

FEEENE
ERERE

EEEEES

=1z ot
HTTP e
FEHE v
ebyte

80

test-ebyte-324717

In this setting interface, we need to change the enabled state from disabled to enabled, and then set the relevant

parameters corresponding to the server, as shown in the following table.

Server parameter name Client parameter name Description
Tunnel protocol Frp protocol type http

Domain type Select subdomain
Tunnel domain name Subdomain ebyte

Intranet host address 192.168.10.1
Local port

Intranet host port 80 (router web port)
Tunnel name Service note name test-ebyte-324717

Other selections default, and then click the Save and Apply button in the lower right corner.And restart the router.

After our intranet penetration function is successfully enabled, enter the Frp public network address in the browser,

as shown below. At this time, our management interface appears on the web page, indicating that our intranet penetration

start-up was successful.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 17
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4.3.4 485 Serial port
485 serial port function has the data conversion between local RS485 serial port and Ethernet.Users can send the

local serial port data to the remote data receiving port through the network protocol (TCP / IP). Users can also send it to
the local serial port. We will explain the RS485 function below.

In Service-> 485 Serial Port Option, you can configure related options for serial port services, as shown below.

&« = 0O n @ | 192.168.10.1/cgi-bin/luci/admin/services/ser2net

BECENRTHENNAY EBYTE 4G INDUSTRIAL ROUTER

W&
5 v

s -

Frp ARFE

it DNS =AES ROES REES
SIM-
+ BR O
VPN IEES
WiFi 7 LREnE

LA @) 60
e &

ILBERERASCI)

3B IMEI

e
EENRE

A Only once, at the time of registration v

As shown in the figure above, the general configuration options include enabling serial port services and related
services that enable heartbeat packets. We do not enable them by default here, but if users enable serial port services, in
order to prevent the link from breaking, we recommend that users enable the heartbeat packet function at the same time.
In the registration packet, you can choose the registration method. Here we provide ICCID and IMEI of SIM card as the
registration packet. Of course, users can also customize the registration package content or registration method. In
addition, the registration packet and heartbeat need to be explained.

In the serial port configuration options, as shown in the figure below.

Copyright ©2012-2019, Chengdu Ebyte Electronic Technology Co,;Ltd 18
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FBO<->LIKR
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it 8 w
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Here, the user can set the parameters related to the serial port, no unnecessary details are given here.
In the network configuration, configure the relevant parameters of the network, such operating mode, IP address and

port, and the related settings of the transmission mode, as shown in the figure below.

BB <->LAIKK

HESE =S0EE FASES
T TCPServer ~
FiEP 192.168.10.1
kS ) 7789

=i Pass-Through ~

Next, we will show a demo for users' reference.

In the general configuration, we set the following parameters.

RS =SNERE FERS

EE o=@
oRERE

LEVER @) 10

LEEREASCH) FE
zms —Custom— BENM G
Exums  helloebyte ,}ﬂﬂ W _=§_

ERAE Send message every time @;ﬂﬁgiﬁ,%‘ & VEDD?EH‘H‘@;

In the serial port configuration, we choose the default parameters, namely:
Baud rate: 115200;

Data bits: 8;

Parity digit: None;

Stop bit: 1;

In network configuration, we do the following configuration.
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BO<->LIKK

=HE=s =0EE REES
Tt TCPServer Eg EH%%IFE?EE& s

=P 192168101

meEn 7780

et Pass-Through o = :
Modbus RTU LA T 1 doe

Now we press the save and apply button (no need to restart the router here).

] > & SSCOM V5.12.1 B/ MEESTRIERLSS 5407 ] 1,261805... — O X
BEEE BRE0 8088 275 £F £¥88 1B B BIEE
APCBITHERESRSTRTAETRNE! [HI8EM]
(B E EA s a— TCPRIRINSE P ot et
[10:29:20. 77flilz < @fhelTo ebytofs4d5 send - oo
BB I REREE
ENNREMERE
OEVEAE

Fewn | 1| gz | | ] #wEn | s wEwrr| it | #5
| #8C1 8 [TCPCLi ent =M ST g | SESdERrH T | 0 e [conz vse-sERIAL o340 || mmET  mresE [T EIHERRI [y
58 [192.168.10.1 78 e | @ ptawisass. gea® o=l g xmmn ¢ EsEneE| v omARsRen a0 o El
oy [1921687721 v ][o666 e Shisat el I ATS 7 DTR #oita: 115200 o]|[ES486 send

A TEH b 7 Bk Esscomi it
AR El iH

What needs to be explained here is that when the registration packet is enabled, the registration packet is added only
when the serial port data is sent to the Ethernet. No registration packet added when the data sent by the Ethernet to the
serial port .

At the same time, RS485 function not only supports the transparent transmission mode, but also supports the
Modbus protocol (Modbus RTU and Modbus TCP protocol conversion).

In our demo, the router operates in TCP Server mode and is accessed by LAN. Users can choose relevant network
operating mode and remote IP and port according to their needs.

In addition, it should be noted that if users does not connect to the server within 2 to 3 minutes after booting and
self-starting in client mode, it will be automatically disconnected. When users confirm that the server is ready, they need

to restart the serial-to-Ethernet service (that is, click the Save and Apply button again).

4.3.5 VPN Server

The E880-IR01 router supports both VPN client and server mode. Here, we will explain the VPN server (based on
the PPTP protocol).

In order to make it easier for users to understand and correctly use VPN functions, we first explain the related
concepts of VPN.

VPN (Virtual Private Network) is a virtual private network. It is a remote access technology. It uses the public

network to establish a private network of its own. The VPN gateway implements remote access by encrypting data
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packets and converting the destination address of the data packets. We can take an application scenario, Xiao Wang of a
company is on a business trip in Beijing, he wants to access the intranet server of the company located in Chengdu. At
this time, if the company's VPN server is connected through VPN, then Xiao Wang can be assigned a local IP by the
server to obtain server resources, or form a "LAN" with other clients (colleague’s computers) under the server to achieve
remote data interaction.

In the service-> VPN server option, there is the following interface. Among them, in the basic settings, set the

gateway IP and client IP (or IP range) of the VPN server and some related operating methods of the VPN.

BRSNS AN EBYTE 4G INDUSTRIAL ROUTER

W& v
20 ER v
= VPN fRs5es: B8
il
Fret R EEVNESE [
& DNS
SIME FREE P it 192.168.0.1
WiFi 51 EFE Pt
48550
2] ¥ DNS IP 24t B
Bt

B MPPE 115 O

BENATSE ]

BEEEES ]

In the user management settings, set the authentication password and user name of the VPN server. The option
column Online Users can view the access information of related clients.
Below we will demonstrate the creation of a VPN server and related considerations.

In the basic settings, we set it as follows:

EFRE  BFEE  E#ES

VPN 5588 BEARE
B VPN RS

FREEEE 1P ik 192168301

EFIR P i

DNS IP 2t

aon

i

b
&
]

/=F MPPE 105

FBE NAT =&

EERERE
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In user management, we set our own password and username, as follows;
Password: 123456

User name: roy123

g8 EeEl  EwEs

VPN [E58E: FAFPgEE

2n8 A = L

s

After the setting is completed, we need to restart the router. And after that, our VPN server function starts to
work.
At this point, we can set up a VPN client on our computer, and authenticate to the username and password we

set up before, and then we can access our VPN server.

Lo
@ *m VPN
HAE o| VPN EBT- 88
FILEH Internet " S VPN
E880-Roy-VPN
B Y £o00-Roy-VeN
aliyun-Roy-VPN
% WLAN
aliyun-Roy-VPN
L= N (7 Eoyte YFB
2 KS o
%?&p’_’&m /ff_ E_byteiprimer
| = ve SRR R VPN 1552 "'
2 KT @ # (7 FBYIEB33456
" T VPN R
P B o P 7 10
% s
G HEEms £2H] Internet {28
ExigE e
& nm SRR
BEXmRITIRR
Lo

As shown in the figure above (winl0), we click Add VPN Client and get the following interface.
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Then click Save. At this point, we will see one more VPN client.
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We click Connect and then the VPN client connects to the routing VPN server.
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At this point, when the connection is successful, we open the windows console and enter ipconfig, we will see

the following adapter.

EEl e

Now, our computer has been assigned a remote IP address by the VPN server. We can check the current

situation of our router as follows:

VPN fs588: TELRARP VPNE Fimii 2 EchlIP

fRS52ERTIP
e B 10 it

192.168.30.1 192.168.30.20

iR VPNE FiRRY
btk
kY

' 0109

19 st

Similarly, the clients of other operating systems are roughly the same as those of windows. Users should note
that the IP address of the VPN server is the same as the address mapped on the WAN port. When users use the VPN
client to connect to the server and fill in the server name, they should fill in the IP address of the WAN port instead
of 192.168.30.1 IP in the figure above. In addition, users need to know that when the VPN private network is

established on the public network, the public network is disconnected, and the private network is immediately

disconnected as well.

4.3.6 SIM Card

In the network-> SIM card option, you can configure the network access mode of 4G SIM card and query basic

information of current SIM, as shown in the figure below.
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@ | 192.168.10.1/cgi-bin/luci/admin/network/apnlte

HEENATREARLT

EBYTE 4G INDUSTRIAL ROUTER

mgg % LTE Settings SIM Card

FoEE

DHCP/DNS
FlE
fzsatn
SiM

e ]

Setting & Information

ﬁ‘fﬁlx—x_l}fiit. EUABE

I:TE mode 4G v l

auto 4G=3G>2G

1 LTE priority  auto > l

’ auto 4G>3G>2G

ERIER, EAEE

LTE mode is a network lock mode. Customers can use this option to switch the current network attributes (4G /

3G / 2G). Here, it should be noted that when switching networks, customers must know in advance whether the

current telecommunications provider has the settings Network segment, for example, the mobile 4G card used by

customer A, it sets the LTE mode to 3G, and the result does not have the service (signal quality indicators are all

off). The reason is that the mobile card has been withdrawn from the 3G network segment, and the router cannot

find the corresponding service.

LTE prority is the priority search sequence. When LTE mode is automatic, LTE prority is effective.

If Customers want to inquire about the related information of SIM card can switch to the SIM Card option to

view the following information.

Setting & Information
LTE Settings SIM Card

IMEI

QOPERATCOR
SINGNAL_INTENSITY
SOFTVER

CiMi
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NET

8o, . ..41142363 lME]%
SIE
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4.4 Network

In the network settings column, users can set and query network related parameters, such as login gateway
settings, wifi settings, SIM card attributes, firewalls, etc. The following describes some of the commonly used

setting options for users.

4.4.1 Interface

In Network-> Interface, users can set LAN port, WAN port, 4G network related settings, as shown in the figure

below:

RS v
23 ~
s e s s
£ IEGIBRE: Oh 44m 105 8
o vowand IPv4: 1770070 05028
- i B
DHCP/DNS T ABATHIR: Oh 44m 165
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E2E e, 1B 3.17 M8 (22352 2E8) = 1 23
br-lan Ri: 1514 MB (23058 2088) el
BrEm Py 1 -
o 1PV8: db8:3c:d066:1/60
% i DHCP ZFE
- IEATHEL: Oh d4m 105
RO 'MAC: 40:D6:3C: 1E:4A:85
o s (i3 = | 233
QoS K% 2.76 MB (18151 288
o172
B Hi: DHCPVG Bre
MAC: 40:063C1E4ASS ==
. B 16,60 M8 (54020 21528) = | 1 2
Lk Ri: 276 MB (18151 23R8
= i v s
| owwan EBI: Oh 44m 13:
'MAC: 00:00:00:00:00:00 == 3 23
vewan0 R 23.20 KB (87 BURE) KT

In LAN option, you can set the gateway, subnet mask, etc. of the 4G router and the related settings of the
DHCEP function, as shown in the figure below.

E Y EO-LAN
RS
FEITTE, € it
PR A
= R
SeHEdl
DHCP/DNS EFgE SRRE #EES  oEEs
=HE w®E 7 i8&: br-lan
A&{TREL 1h 50m 595
BEES MAC: 40-D6:3C1E:3A:84
S 7.50 MB (57471 SIRE)
SIM % 30.45 MB (59893 IEE)
BXxE 1Pv6: fdb8:3c:d066:1/60
[z N
Qos my B =
wuasps | 192168101
B
IPv4 FREmEEs 255.255.255.0 v
1Pva R
1Pva B
EESEUN DNS BEE
IPve FEERE 60 -
IPve FERT

weEm

OfE:  “euicd randem’ FIEEE)

Users can set the login IP of the 4G router, DHCP IP pool, number of customers, and lease duration,etc.in the
general configuration. The default DHCP allocation IP range is 192.168.10.100 ~ 192.168.1.250, and the lease
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EBYT

duration is 12h by default. Dynamic DHCP IP allocation is enabled by default. Users can choose to disable it or not
according to their needs.

For the 4G network interface, if users uses an ordinary mobile phone card, it is not necessary to set the relevant
APN information. If users use an APN dedicated network card which has a special APN address, when creating a

4G interface, they also need to fill in the relevant APN information in the figure below.

0O - WWAN

—HRECE

BHiiE  mESE  pdsis
wa 2 18 wwan0
STTIE: 7h 4m 25
MAC: 00:00:00:00:00:00

B 746,66 KB (5184 £iEE)
X 48021 KB (5517 £iE8)

iy amEE ~
BEERERE fdev/cdec-wdm0
APN
PIN
PAP/CHAP BFE
PAP/CHAP =13

WEEE mmE -
AR
PAP/CHAP (both)
PAP

CHAP

NONE

This device also supports VPN clients (pptp, 12tp protocol type). Next, a demo of the VPN client will be given.
First, we click to add a new interface and get the following information. Here, we set the name to PPTP and the
protocol to PPtP.

B0

FHE1a9ETR PPTP

HE: BNEkEE

FriElagml PPtP b

In the basic settings, we enter the corresponding server IP, username and password, and add the interface to the

firewall, and save and apply.
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#0 - PPTP

—HRECE
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VPN JREEE test.ebyte site
PAP/CHAP BF& roy

PAP/CHAP ZZ  sessss C

Wait for a little while, then, the VPN interface is assigned an IP address by the server, indicating that the

remote VPN server is connected.

WWAN 4 B =Rl (DHCP B
i AEATAIEE: 7h 19m 195
wian0 1Pv4: 10.105.187.242/30

R Ak
i&f7iEk 7h 19m 255
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B0 e 1 16.07 MB (99587 ¥EE)
br-lan &%= 59.82 MB (95090 ¥ilEé)
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1Y PPEP

PPTP iBfTdEL Oh 1m 355
= MAC: 00:00:00:00:00:00
= 12I: 69.25 KB (238 2Rt
PRERTE HiE- 43,49 KB (394 EiEE)

1Pv4: 192.168.20.234/32

TR DHCP = im E—
WAN AEATHIEL 7h 19m 21s
MAC: 40:D6:3C:1E6C:01

2 T2 68.51 MB (171756 ZUZ6)
etho.2 #i%: 15.78 MB (92743 EiSd)
1Pv4: 192.168.1.109/24

WANG - DHCP6 2771
MAC: 40.D6:3C:1E6CO1
1 68.51 MB (171756 £iiE)
cihl 2 RiX: 15.78 MB (92743 HH=E)

At this time,our intranet IP of ping server can be pinged.

Similarly, the VPN and PPTP settings of the L2TP method are roughly the same.
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Here, we do not give an overview of other interfaces. At the same time, we also recommend that customers
who do not have special needs or are not professionals, try not to set the relevant parameters of other interfaces. If

customers have related questions, please call us for consultation.

4.4.2 Wireless

In the network-> wireless-> wireless overview option, click the edit option and users can set and query wireless

related parameters, such as setting wireless password, operating mode, MAC filtering, etc., as shown in the figure

below.
W& v
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. samgoen g
0
Bamm m= e =
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KR Fegmma 59 &
D dBim
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hi=h
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=FEE  maEEe  MACEE AEES
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soz1irmEmEE [

802.11w EE6(RS

EESHERRE (KRACK) TSR

[ SR WPS —RRITEIRE, TE WPA(2)-PSK

In wireless WIFI, the default WIFI name is: EBT-E880-XX: XX: XX: XX: XX: XX: XX

The characters after EBT-E880- are the MAC address of the device.

WIFI default password is: www.ebyte.com

In addition, the 4G router has the WPS one-click Internet access function, which is turned on by default. If
users want to connect to the device wirelessly, they need to turn on the WPS button function of the WIFI device,
and then short press the WPS button on the side of the device and easily connect to WIFI without entering

password.

4.4.3 Switch
In the network-> switch option, users can combine the network-> interface to set the type of network port (such
as LAN port and WAN port) or enable / disable the network port. In later versions, The relevant settings will be

combined with load balancing. The setting interface is shown in the figure below.
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4.4.4 Host name

In the network-> host name option, custom domain name resolution can be implemented. Users can fill in any
host name (domain name) they want. Here we set "EBYTE-4G-ROUTER" as the host name, corresponding IP
address is 192.168.10.109. In this way, the mapping between the host name and the IP address is realized. When the

local resolution EBYTE-4G-ROUTER actually resolves the 192.168.10.109 address.

R

TMEZ
1P itk

Fil&E
192.168.10.102 (EBYTE-4G-ROUTER lan)

EBYTE-4G-ROUTER

SRIG, FAAE windows 74T ping — F EHLZUWIT:

ing EBYTE-4G-ROUTER
[

i

i

4.4.5 Static routing
Static routing can realize the setting communication of two different network segments. Assume the following

configuration:
The WAN port address of router R1 is 192.168.0.112, and the LAN port gateway is 192.168.10.1;

The WAN port address of router R2 is 192.168.0.147, and the LAN port gateway is 192.168.20.1;
If users want to realize that the PC under the R1-LAN port on the LAN accesses the PC under the R2-LAN port to

30
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implement communication functions on different network segments, a static route can be added to R1 to implement it.

First set a static route on R1, and set up on R2 with the same principle, as shown in the figure below:

EEERZR

#4875 IPv4 I8H

O BiR 1Pv4 FRIHER 1Pva X R MTU [z
£ 1P R MRMRE— AP
wan v 192.168.20.0 255.255.255.0 192.168.0.147 0 1500 unicast v

After adding, forwarding option should be changed from Deny to Accept in Network-> Firewall-> Basic Settings, as

shown in the figure below.

BEARRE
72 SYN-fload it
ZEREEEs [
NagE BR v
tisgE  BE v
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Routing/NAT 5% -
sHRESE [
EF ek Routing/NAT 58
X3
P
B s
& Bt = 6% ASHEUE AR 3 s M
]
&
lan | lan = lwan == v o v o « oo

No static routing function is added by default.
4.4.6 Load balancing

Load balancing function can dynamically assign the router's multiple network interfaces (such as wired Ethernet and
4G wireless) to the priority of use of each network, enable, and even the proportion of flow between network ports. It
enables users to make relevant allocation mechanisms based on the actual network environment. In the following, we
will explain the load balancing function.

On our router, two network interfaces connected are wan (wired Ethernet) and wwan (4G wireless). After we power

on, we can check the operating status of the two interfaces in the status-> load balancing option.
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EBYTE 4G INDUSTRIAL ROUTER
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Users can handle exceptions in some interfaces or set some parameters through other sub-options.

In the option Network-> Load balancing, users can set the relevant parameters of load balancing, as shown in the

figure below.

EBYTE 4G INDUSTRIAL ROUTER

25 D mHE H% AU B8

MWAN - 0

HmokS 2 MED, BAER 04
=5 E0 wwan RS PRRETANH

B Ping @lE BOESE #OES
wan 2 ping 1

wwan 2 ping 1

In this device, we have set two load balancing configurations for multiple network ports by default for users. Next,
we will give a brief description of the relevant sub-options of this function for the load balancing formed by these two
interfaces. Users can learn to configure their own rules after understanding it.

Interface:
It is used to add, delete or configure all external network access interfaces that need to be load balanced, and

configure related parameters for interface status definition and detection.

Via the edit button, you can view the related settings between each interface. Some parameters are described below.

[Tracking IP]: Check whether the external network access of the device is normal by detecting and tracking the
pinged destination host, which is usually the public IP.

[Tracking Reliability]: Specify how many IP addresses can be connected when the interface is considered online.

[Ping count]: Number of pings on the external network.

[Ping timeout]: When the ping of the external network is unreachable or there is no response, it is considered
timeout.

[Ping interval]: How often ping the destination host IP.

[Interface offline]: When the number of ping failures reaches this value, the interface will be considered offline.

[ Interface online]: When the number of successful pings reaches this value, the interface that is considered offline
will be online again.

[Hop number]: It shows the priority configured by this interface in multiple interfaces (the smaller the hop value, the

higher the priority). It cannot be modified here.
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Members:
It is used to set the number of hops (that is, the interface priority) and the proportion of each MWAN interface. The

member naming rule is generally: "interface name_hop number weight ratio". As shown in the figure below.

25 ®B0 BE S A B

MWAN - B5&

wan_m1 w3 wan 1 3 = = 1 T
wan_m2 w3 wan 2 3 ~llv | B3

4g.ml w2 wwan 1 2 ~l e ‘

4g.m2 w2 wwan z 2 ~llv]] | B

The above defines four members, each with different hop counts and weight combinations, which provide services
for the subsequent strategies.

Strategies:

Used to group members and tell MWAN how to distribute rate of flow using this policy in “rules”. Members with
lower hops will be used first. Members with the same number of hops divide the flow proportionally according to the
weight. Members with a higher proportion of load balancing members will be allocated more flow. This device has 5

default strategies, as shown in the figure below.

25 B0 @R == AW Bwa

MWAN - ZEH%

a5 SHEAIRER SR

wan_only wan_mi_w3 TETE (EE) B E
balanced Jgmaz Tk 058 ~ I
— g miw2 TRl () aE E3
= s e 05 ~1[~] =0
4g_1_wan 2 \336212{153 TEDE () -~y E 'J
3
The explanation is shown in the following table:
Name Description
wan_only Only use flow from the wired Ethernet interface
Use Flow from both Ethernet and 4G wireless interfaces and is obtained at a
balanced )
ratio of 3: 2
4g only Only use flow from the 4G wireless interface
wan 1 4g 2 Wired priority, 4G backup
4g 1 wan 2 4G priority, wired backup

Rule:
It divides flow into specified "policies" based on IP addresses, protocols, and ports. Rules are ~ matched in order
from top to bottom. Except for the first rule that matches a communication, the other rules are ignored. Communication

that does not match any rules will be performed by the system default routing table.
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As shown in the figure below, it represents the policy that all target addresses or protocols follow wan_1 4g 2, that
is, the wired network data is preferentially used. When the wired Ethernet fails or there is no data flow, flow is obtained

from the 4G interface. When the first rule is not satisfied, the next one is matched, otherwise it will be ignored.

25 B0 @R S| AN B

MWAN -

aF Bttt Btma s SHECRORRE

defauit_rule - - 0000/0 - all wan_1_4g 2 S

https = . = a3 tp wan_only ~

If the current policy type meets the needs of users, users need to click the edit button in the above figure,

default_rule rule, and modify the corresponding policy.
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4.4.7 Firewall

In the Network-> Firewall option, set the related settings of network security and communication rules, as shown in

the figure below.
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4.4.7.1 IP Dynamic masquerade (MASQ)
MASQ is MASQUREADE. Address masquerading converts the source IP of the outgoing packet into the IP address
of an interface on the router. As shown in the figure, if IP masquerading is checked, the system will modify the source IP

address of the data packet out of the router to the WAN port IP address, here, the default method is to enable IP dynamic

masquerading.
Xt
P
& ’ [l MSS
BBF ik = % P HEAEIE Bk o ]
th
£
lan lan = wan == v vooEE v O o m
wan wan |= ACCEPT ¥% v OBES v BE ] %

4.4.7.2 Communication rule (SNAT&DNAT)

In Network-> Firewall-> Communication Rules, there is a column called Source NAT. Source NAT is a special
form of packet masquerading. It changes the source address of packets leaving the router. For example, the source IP
address of the packet that leaves the router is fixedly changed to 192.168.1.1(real IP: 192.168.10.1). The setting interface
is as shown below. The name is EBYTE, which is the display interface after the setting. The name is TEST, which is the

display interface when adding.

Source NAT

&y RN A INjE it =

T B
EBYTE kB FEEHAT lan USRS 1P 792.768.1.1 ~ -
2 AT wan
#iE Source NAT
S
wF N Flgpeg Bl 1P g%
TEST lan wan 192.168.1.1 v TES EIEE

In this device, Source NAT is not added by default. When using this function, users can make related settings

according to related requirements.
DNAT is the replacement of the destination address. The destination IP address of the packets entering the router

with the destination address being the IP of the WAN port is replaced with the IP address set by users.
4.4.7.3 Port forwarding

Port forwarding allows computers from the Internet to access computers or services in the private LAN. For

example, if you forward TCP data on port 82 on the external network to port 82 on the internal network 192.168.10.119,

you will have the following settings.
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i i
Forward TCP+U ~ wa v 82 lan ~ 192.168.10.119 \ 82

4.4.8 Network diagnostics
In Network-> Network Diagnostics option, support online diagnostic function:
Ping tool directly operates ping test of specific address on the router.
Router resolution tool, goes through routing when accessing the address.
DNS viewing tool that resolves domain names into IP addresses.

As shown in the figure below.

METH

1Pv4 ~ 1Pv4

4.4.9 Flow control management (Qos)

In the Network-> Qos option, you can sort data packets based on the network address, port, or service, and perform

network speed limit functions on an interface.As shown in the figure below.
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5. Device panel identification and function setting

The physical picture of the device panel (front view) is shown below

E880-DTU

4G 3G 2G WLAN

4G INDUSTRIAL ROUTER

WAN LAN1 LAN2 LAN3 LAN4 DATAWORK PWR

RS485 DC-IN | [DC-IN
GAB| - + | @0

5.1 LED Indicator

In the panel, the description of each LED indicator is shown in the following table.

Name Description
Power Always on after power on
WORK After booting, it flashes at a frequency of 1S

WAN port network cable is plugged in and the other end of the network
WAN cable is connected to a device, the light is always on

LAN port network cable is plugged in and the other end of the network cable
LANIT-4 is connected to a device, the light is always on

when the WIFI network is successfully started, it is always on, and it flashes
WEAN when there is device access or data interaction.
GGG Current network attribute indicator, all lights off when there is no service,

one is on at most

) Indicates the signal quality of the current network attributes. The more the
Signal strength 1-4 L . .
light is on, the stronger the signal is.

DATA Reserves
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5.2 Button setting

In the panel, the functions and instructions of each physical button are shown in the table below.

Name Description
RST Hardware reset, short press this button to realize the restart function.
WPS Internet access function, short press this button, and use WPS button function on the
WPS access device to achieve secret-free Internet access
Restore Long press the button for more than 5s to execute the factory reset function

5.3 Other 1dentifications

In the panel, other identifications are explained as shown in the figure below.

_ il 5830DT

4G INDUSTRIAL ROUTER

WAN LAN1 LAN2 LAN3 LAN4 DATA WORK PWR

Rs485 DC-IN || [DC
GAB - + @®

6. AT SMS command description

This device supports sending AT commands via SMS to remotely control the 4G router. The following are sending

instructions and function descriptions.

AT SMS content Function description

EBYTESMSAT+ATI Version query

EBYTESMSAT+QCCID Query 4G module QCCID / ICCID number
EBYTESMSAT+IMEI Query IMEI Number

EBYTESMSAT+CSQ Query the current 4G signal quality

EBYTESMSAT+RELD Restart settings receive message reply + RLAD RUN
EBYTESMSAT+REBT Restore factory settings receive message reply + RLBT RUN
EBYTESMSAT+QNWINFO Network attributes currently connected
EBYTESMSAT-+CIMI SIM Card CIMI number
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EBYTESMSAT+CNUM Query the current 4G module number

EBYTESMSAT+QSPN Query the current telecommunications provider
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7. Revision history

Version Date Description Issued by

1.0 2019-06-3 Initial version Blue

Added VPN, APN, intranet penetration, load
1.1 2019-08-18 ] ] ] o Xu
balancing, serial port to Ethernet function descriptions

1.2 2019-8-20 Format adjustment Lyl

About us

Technical support: support@cdebyte.com

Documents and RF Setting download link: www.ebyte.com

Thank you for using Ebyte products! Please contact us with any questions or suggestions: sales@cdebyte.com

Fax: 028-64146160 ext. 821

Web: www.ebyte.com
Address: Innovation Center D347, 4# XI-XIN Road,Chengdu, Sichuan, China

(o)) ©
Eé\lf'i'E Chengdu Ebyte Electronic Technology Co.,Ltd.
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